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[_Agenda

A Good sites gone bad
o Web under siege (designer malware, drive -by downloads)
0 The un-patched Windows ecosystem
0 Legitimate sites launching attacks

A Revenge of the recently departed
o0 The insider on the outside
0 Managing orphaned accounts

A Friend or fraud
o The good/bad of Web 2.0
0 Exploiting trust on social networks
0 Recommendations
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r_Compliance VS. Security
The World of o0Check Boxeso

Gramm-Leach-Bliley Act of 1999 - GLBA . Security T..
Standards Council

&m

Children’s Internet Protection Act m

HIPAA.ORG

S arb ancs- OXl ey Federal Information Security Management Act
(FISMA)
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| Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

“I've installed a comprehensive program that will protect
our computer against viruses, trojan horses, worms,
cooties, hissy fits, conniptions, and the heebie-jeebies.”
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[_The Growing Malware Threat
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F A total of 28940 different malicious and potentially unwanted programs were detected on users' computers
In August. That is an increase of more than 8,000 on July's figures and points to a significant increase in the

2 number of in-the-wid threats.

2 http://www.kaspersky.com/news?id=207575678
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- Designer Malware

A Professionally targeted to weakest links
o Poorly configured Web servers
o Vulnerable publishing platforms
0 Un-patched Internet -facing databases

A Obfuscated JavaScript code inserted on hacked Web pages

o0 Redirects to remote server hosting exploits

0 Serves custom malware based on Windows OS version, browser version,
patch level, vulnerable third party apps

o Fires exploits simultaneously at IE, WinZip, Java, QuickTime, ActiveX
controls, even Firefox € wuntil exploit

A Payload: Backdoor Trojans, password stealers, banker Trojans,
spam bots
o This is the work of highly skilled, well -organized cyber criminals
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A gang of organized cyber criminals that has stolen millions from WO Consumer )

businesses across the United States over the past month appears to

have turned its sights on public schools and universities.
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