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Many Thanks To . . .

Ryan Naraine & Dennis Fisher

ïSecurity Evangelist for Kaspersky Lab

ïChief Editors for ThreatPost.Com
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Agenda

ÅGood sites gone bad

o Web  under siege (designer malware, drive -by downloads)

o The un-patched Windows ecosystem

o Legitimate sites launching attacks

ÅRevenge of the recently departed

o The insider on the outside

o Managing orphaned accounts

ÅFriend or fraud

o The good/bad of Web 2.0

o Exploiting trust on social networks

o Recommendations
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Compliance vs. Security
The World of òCheck Boxesó
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New threats per day: 30,000

More than 3,500 new 
signatures/day

Total as of 1 September 2009: 
2,739,919

The Growing Malware Threat

Reports of cybercrime in the USA:

2007: 207,000

2008: 275,000

Estimated losses:

2007: $240,000,000

2008: $265,000,000
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Designer Malware 

ÅProfessionally targeted to weakest links

o Poorly configured Web servers

o Vulnerable publishing platforms

o Un-patched Internet -facing databases

ÅObfuscated JavaScript code inserted on hacked Web pages

o Redirects to remote server hosting exploits

o Serves custom malware based on Windows OS version, browser version, 

patch level, vulnerable third party apps

o Fires exploits simultaneously at IE, WinZip, Java, QuickTime, ActiveX 

controls, even Firefox é until exploit hits target

ÅPayload: Backdoor Trojans, password stealers, banker Trojans, 
spam bots

o This is the work of highly skilled, well -organized cyber criminals
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