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Notify Technology Background

Founded in 1994

Headquartered in San Jose, CA

Focus on mobility starting in 2001

First mobility solution started with support for GroupWise 5.5
Development & Technical Support Center in Canfield, OH

Main Products: NotifyLink Enterprise EditmrOn Pr e mi s e
Demand?o

Product Focus: Secure, Synchronized, Notification, Access, &
Management of Email & PIM Using Any iPhone*, Blackberry, Paln
and Windows Mobile Wireless Device & Network

*We wi || refer to O0i Phoned only. oO0i Phoned consi s



Notify Relationships

Recognized by Gartner Group Magic Quadrant for
Wireless Email for the past 5 years.

Over 2,000 companies/organizations using NotifyLink
oOn PremiseodO or o00On Demanc

Apple iPhone Development Partner

RIM BlackBerry Development Partner.

Member of Symbian Signed Partner Program.
Member of Palm Select Program.

Android Development Program

Microsoft ActiveSync Licensee

National Joint Marketing Alliance Member for Verizon.



What Is NotifyLink?

An enterprise middleware solution that provides companies and
organizations with secure, wireless, synchronized, email, calenda
contacts, and task information. (Comparable functionality to a
BIackBerry Enterprise Server and GroupWise Mobile Server in
OONEOG single solution)

Of fered -Bsemnse®npr eéOkumatn dadr a
service.

Supports any iPhone, BlackBerry, Palm, Windows Mobile, and
select Symbian wireless devices.

Supports all GSM/GPRS/EDGE/3&GSDPA,
CDMA/1XRTT/EVDO, and 802.11x wireless networks

Interfaces with 12 different email collaboration suites and allows
mix and match of those suites.

NotifyLink is a good replacement strategy for your GroupWise
Mobile Server!



Supported Wireless Device Platforms

BlackBerry. "

Mobile

symbian

{

Apple iPhone or iPod touch using iPhone 2.2.1 or

or 3.1.x OS

Device Operating System 402 Higher

Device Operating System 5.0 or Higher (pending
end-of-life). We now support Web OS devices on
1.3.5

Device Operating System WM 6.0/6.1 & 6.5

Support for specific Nokia Series 607 Bdition,
Symbian 9.x series



Android In Certification

CaN>=0ID

A
A
A
A

A

HTC Hero

HTC- Eris

HTC- Dream

HTC- Touch

Samsung Moment
Motorola- Clig
Motorola- Droid
Google/HTC Nexu®ne
NitroDesk TouchDown



http://rds.yahoo.com/_ylt=A0S0202LAFxLH7EAD4qJzbkF;_ylu=X3oDMTBpZTByOGFiBHBvcwMyBHNlYwNzcgR2dGlkAw--/SIG=1gqshh6s8/EXP=1264407051/**http%3A//images.search.yahoo.com/images/view%3Fback=http%253A%252F%252Fimages.search.yahoo.com%252Fsearch%252Fimages%253F_adv_prop%253Dimage%2526va%253Dandroid%252Blogo%2526fr%253Dyfp-t-701%26w=505%26h=500%26imgurl=cursos.cdtc.org.br%252Ffile.php%252F1%252Fimagens%252Fandroid_logo.JPG%26rurl=http%253A%252F%252Fcursos.cdtc.org.br%252Fcourse%252Finfo.php%253Fid%253D685%26size=19k%26name=android%2Blogo%26p=android%2Blogo%26oid=2b49aefc36e4b0e6%26fr2=%26no=2%26tt=20482%26sigr=11gupr1hk%26sigi=11mhim2ho%26sigb=12psvsot7

Email Collaboration Suites We Now Support

Novell GroupWise 6.5.6, 7.X and 8.0 and 8.1
Microsoft Exchange 2003, 2007
Sun Java Enterprise Suite

Oracle Collaboration Suite/Beehive
Mirapoint Messaging Server
CommuniGate Pro

Scalix Enterprise Server

Zimbra Messaging Suite

Meeting Maker

MDaemon

Kerio Messaging Suite

FirstClass

Google



NotifyLink History

p2i p2 p>2 p>2 p2 p2 p2 p>2

NL 2.0- Fall 2002 launched initial GroupWise 5.5 support on email only with
BlackBerry and Palm OS wireless PDAs

NL 2.5- Winter 2003 added support for calendar, contacts, and tasks

NL 2.6- Summer 2003

NL 3.0- Winter 2004

NL 3.1- Summer 2004

NL 3.2- Winter 2005 - launched NotifyLink GBemand

NL 4.0- Fall 2005

NL 4.3- Spring 2006

NL 4.5- Winter 2007

NL 4.5.2- Fall 20080 iPhone 2.0 support

NL 4.6- March 2009

NL 4.6.1- July 20096 iPhone 3.0 and 3.1 support and GW 8 SP1

NL 4.6.20 October 20090 native BB PDF reader support & Palm Pre iPhone 3.1
NL 4.6.34.6.13- New versions of device OSs WM, Palm, iPhone, Android
NL 4.70 Spring 2010 (May/June)



NotifyLink Evolution

Initially email and PIM synchronization was the
predominant functionality

Additional email platform support
More security

More device management
Enhanced supportability
Additional monitoring services
Additional wireless device support
ActiveSync support



NotifyLink Device Connectivity 4.5
and earlier

NotifyLink

Notify NotifyLink Device Client for
Proprietary BlackBerry, Windows Mobile, Treo,
Symbian (MDM built into client)




NotifyLink Device Connectivity
4.5.1 and onward

—_—
NotifyLink

Notify NotifyLink Device Client for
Proprietary BlackBerry, Windows Mobile, Treo,
Symbian (MDM built into client)

: iPhone, Palm Pre, Windows Mobile,
Symbian, & Android (Thin MDM

client will be available in a future
release later this year)




Wireless Email Functionality

Requires installing a NotifyLink device clier
all devcies except for an iPhone

Overthe-Air Email Synchronization
Folder Mirroring

SAMSUNG

1/9/2008 i

Email Synchronization of Deletes and Mes:
Marked as Read

Full Support for Attachments
(supported file types vary by device)

MulttHlevel Email Filters

End User Web Ul for configuration changes



Wireless PIM Functionality

Leverage Native PIM Applications on
Deviced Calendar, Contacts, and Tasks

i 0Over The Airo Syn

Calendar
Contacts
Tasks

i+ Create/Accept Meeting Invitations
i+ Global Contacts Remote Lookup
i+ Contacts Category Support

(BlackBerry, Palm OS and Windows
Mobile Devices)




NotifyLink Versions

Enterprise Enterprise Edition
Edition 00 O0On Pr el

Demand?©d

Resides on
Resides in & Customer
S_AS 70 Supplied
Certified Data Hardware behind
Center

the Corporate
Firewall



Why NotifyLink On Demand

A No On Premise Hardware Or Software Needed
A No Minimum License Required (Start With One)
A Leverage Notify Technical Support Expertise

5 All end user support handled by Notify

i Mix & Match iIPhone, Blackberry, Palm, Windows
Mobile, and Symbian Wireless Devices and Carrier

i Organizations can upgrade for an annual fee to
Premier On Demand and have their own dedicated
server. Once they reach 500 users there is no
additional charge.



Every day, N o tOn-Deyand e c
Service ¢é€

Provides mobile email and PIM support to over 30,000 users.

Handles more than 550 TB (terabytes) of network data.

Performs over 7,000,000 email checks and over 1,000,000 PIM checks.
Forwards more than 1,800,000 email messages to mobile devices.

Sends more than 640,000 new and changed appointments to mobile
devices.

Sends more than 125,000 new and changed contacts to mobile devices.
Processes more than 320,000 commands from mobile devices.
Continues running at greater than 99.9% uptime.

Been available since 2005

Operates in a secure SAS 70 Compliant Data Facility



Why NotifyLink On Premise

sl nstalled Behind the cu
A Customer responsible for all NotifyLink system

requirements and Tier 1 end user support.

A Notify provides customer with Tier 2 support
A Maybe more cost effective for larger mobility

deployments.

i Mix & Match iIPhone, Blackberry, Palm, Windows
Mobile, and Symbian Wireless Devices and Carrier



Future eCommerce Capabillity For
NotifyLink

Currently traditional B 2 B buying model.

Corporate liabled means organization purchases NotifyLin
licenses for employees and handles bill back if necessary.

Adding a new way to buy NotifyLink due to escalating
requests from a variety of organizations

Individual liabled means individual is responsible for
purchasing and renewing NotifyLink license.

Individual is responsible for getting their reimbursement if
authorized or buys license without consideration for
reimbursement.

Target date for eCommerce capability is March 2010



Architecture at a Glance

Database Component

A Administration Information

A User Information

A NotifyLink Operational Information

A Sensitive Information Encrypted with
AES (dataat-rest encryption)

Messaging Component
A Interface to email and PIM Messaginc
A Licensing '
A SMTP Interface

HTTP/S Component

A Device Gateway

A Web-based User and Admin Interface
A Registration Server

Database




Architecture Diagram
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NotifyLinkd Device Security

A NotifyLinkpolicyis agroup of rules.
Rules arsettings.
NotifyLink has approximately 105 rules.

There are approximatel0 mobile device security
rules.


http://help.notify.net/TechDocs/enterprise/Security/NetHelp/WordDocuments/notifylinksystemsecurity.htm
http://help.notify.net/TechDocs/enterprise/Security/NetHelp/WordDocuments/notifylinksystemsecurity.htm
http://help.notify.net/TechDocs/enterprise/Security/NetHelp/WordDocuments/notifylinksystemsecurity.htm
http://help.notify.net/TechDocs/enterprise/Security/NetHelp/WordDocuments/notifylinksystemsecurity.htm

NotifyLinkd Device Security Rules

Allows only secure provisionable

devices Wipe on Failed Unlock Attempts
Password Locked Wipe on Failed Unlock Attempts
Locked

Password Strength -
Duress Notification
Password Strength Locked

o Duress Notification Locked
Minimum Password Length

. Lock Message
Minimum Password Length

_ o Lock Message Locked
Device Password Expiration
_ o Remote Lock
Device Password Expiration Locked _
_ _ Remote Wipe
Device Password History _
Device Password Enabled

Device Password History Locked _ _
Device Encryption
AES All Message Content
TDES All Message Content

SSL All Message Content

Inactivity Timeout
Inactivity Timeout Locked
Challenge Timeout
Challenge Timeout Locked _
Compress Transmitted Message
Password Echo

Password Echo Locked



NotifyLinkd Device Management

Noti fyLIi nk also omonit
characteristics I n Or e
them.

These characteristics are located withirbDiace
Managemergection of the NotifyLink Administratio
Console.

A list of files can be retrieved from some devices.
Files can be pushed out to some devices via emal

NotifyLink offers administrative level system wide
communication through
users or a group of users!



NotifyLinkd Device Management
I ————

Device Model
Device Type
Network Type
Device Pin
Signal Level
SD Card Status
Roaming
Phone Number
Battery Status
Free Memory
O/S version
NotifyLink Version

> > > > > > > > > >: > >


http://help.notify.net/TechDocs/enterprise/Security/NetHelp/WordDocuments/notifylinksystemsecurity.htm

IPhone Support Overview

NotifyLink Enterprise Seal&ws iPhone and iPod touch devices to
synchronize email, calendar and contacts using the native software
contained on the device. There is no application software to install.

Requirements

Functionality Overview
Setup Instructions
Push Settings
Security Settings




Requirements



Requirements

You must first be set up with an account on an On Demand or On
Premise version of tiNotifyLink Enterprise Sefupgrade to our latest
version 4.6.13 for the latest iPhone OS 3.1.x suppWeijify with your
IT Administrator, that you have been added with an

IPhone license key. '

An iPhone or iPod touch operating on software
version 2.2.1 or 3.0 or 3.1.XJse iTunes on your M

or PC to update iPhone or iPod touch software.







Functionality Overview

Emaill

Uses the iPhone native email client to send, receive, reply to and forward
emails

Folder Mirroring allows email folders from your mail account to be
synchronized to the device.

Automatic Folder Synchronizatioboxis the only folder that synchronizes
automatically. Other folders must be opened to initiate synchronization. On

devices running OS 3.0, however, you may select other folders (excluding
Trash t o synchroni ze autMakaldeis o &dsh vy ,

option.
Email Filters, set on tNetifyLinkserver via the Client Web, filter mail sent
to the device.



Functionality Overview

Attachments
Attachment viewing is supported using the iPhone native viewers.
Emails with attachments can be forwarded

With the excepti on oCGamegra Roltalbumeoontact!| e
(.vcf) files ) attaching a file residing on the device to an email is not
currently supported

You cannot save a document file on the iPhone



Functionality Overview

PIM (Calendar and Contacts)
Interfaces to the iPhone nat®alendaand Contacts

Synchronize calendar events in a configurable-Baak/LookAhead
range

Multiple Address books supported

Remote Lookup (Global Address List) retrieves contact information from the
GroupWiseLDAPdirectory using the iPhomntactapplication

Receive and respond to meeting invitations
Create and send meeting invitatioris

iIPhone device limitations:
Task synchronization is not supported



Functionality Overview

Security

SSL encryption protocol for datamotion between the iPhone and
NotifyLinkserver

Remote Wipe can be initiated by NotifyLink Admin Web for a lost or stolen
iIPhone

Require password on iPhone (Enabled vititdyLinkAdmin Web)
Inactivity Timeout (Set via tNetifyLinkAdmin Web)

ActiveSync Rule on server allows administrator to eMotdgLinksecurity
policies on iPhone devices. Policies include: password strength, password
length, inactivity timeout, remote wipe, and wipe on failed unlock attempts.



Functionality Overview

Security(continued)
with release of NotifyLink Enterprise Server 4.6
Minimum password lengdguires passwords to be at least 8 characters.

Maximum number of failed password unlock attensgststs device settings

to their defaults and removes all information and media stored on iPhone.
(Requires iPhone OS 3.0; Older OS versions do not wipe, but lock the device
and require reauthorization through iTunes.)

Require alphanumeric value for password. Character pattern must include
one letter, one number and one special character when Password Strength is

set to o0Strong. o



Functionality Overview

Push Types
Direct Push (Push) and Scheduled Push (Fetch) options

Device IT Policy Comparison Chart

Link to this to learn whiciNotifyLinKT policies are supported and
which are not supported when usinghhe t i f ilghbnesoldtidns


http://help.notify.net/TechDocs/device/DeviceComparison/NetHelp/

Device Setup Instructions



Device Setup Instructions

NotifyLinkPhone support allows users with an iPhone or iPod touch
to access their Email \WtifyLink Setup for this solution involves
creating a Microsoft Exchange® mail account on the device. There
IS no NotifyLink client to install.

Selectthesettings con from t he deviceds Hon

SelectMail, Contacts, Calendar Ad d A ¢ c>oMicnosoft
Exchange.



