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Welcome

-« What is Retain for BlackBerry
- Enterprise Server?

« Why do | need this?
« How does it work technically?
e What else do | need to know?
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Some Questions

-« Email

" - Are you archiving?

- Considering?

- What prompted this?

e« SMS & PIN Messaging

- What is PIN Messaging?
- Do you allow SMS/PIN?
- What has prompted this?

e Compliance/Retention Policy
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What is Retain for
% BlackBerry Enterprise Server §

" Archiving and auditing solution for |
BlackBerry smartphones:
e SMS messages
e PIN messages
e Phone usage data
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Why Do | Need This?
End User Solutions

L ol PIN and SMS are disabled
through IT Policy

e Users can not communicate
efficiently

e Complain to IT Department when
PIN/SMS is disabled
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Why Do | Need This?
Compliance

-« Compliance Officers need access |
to logs of communication

e SOX, HIPAA, FINRA, BASIL, SEC
Requirements ...

e Expectation of IT Department
for resolution
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Why Do | Need This?
8 Attrition

"~ « End Users are leaving the
organization

e Requirement to track them, are
they stealing intellectual
property, customer lists, ...

© GWAVA Inc, Confidential & Proprietary



GWAVACon

Why Do | Need This?
Audit & Discovery Tools

e« Existing tools and text log files
are cumbersome

e Ease of resolving requests from
HR, Legal, Compliance, Executives

e Viewer Application removes IT
Department as middle-person
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Why Do | Need This?
Summary

"~ . All reasons for email archiving
and retention apply to PIN, SMS,
and Phone Usage data

e SMS and PIN are essential to
communicates today; disabling is
not an adequate solution

e Have your cake and eat it!
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Technical Overview

-« BlackBerry Architecture

~ « Retain for BlackBerry Enterprise =
Server:
- Agent Application
- Viewer Application
- SQL Database
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BlackBerry Architecture
;  BlackBerry Internet Service
.« Provided by Carriers
e “Big BES in the sky”

e BlackBerry Enterprise Server
e Provided by Internal IT Dept.
e Control, Privacy, Management
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Agent, Viewer, SQL Server

.. » BlackBerry devices sync with the |~
~ Enterprise Server Lo

e Agent runs on Enterprise Server
and sends to SQL Server

e Viewer views your data in the
database
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Server Side: Agent

-« Agent runs on Server

- e Collects & Cleans your Logs:
- SMSLog
- PINLog
« PhoneCallLog
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Alternate Server for Agent

| « Organizations that “freeze”
- Enterprise Server from changes

e Run agent on alternate server

 Share files through file sharing,
scripted copies, etc...
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Multiple Agents, Scalability

e More than one BlackBerry
' Enterprise Server

e Each server can handle a
maximum number of users (RIM
has recommendations, depends on
your users)

e Retain for BlackBerry Enterprise
Server scales easily by using more
agents
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SQL Server

R K Standard Microsoft SQL Server

e Use existing server in your
organization, or dedicate a server

e Production requires SQL Server
2000 or 2005, and never MSDE

e Consider security
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Viewer Application

e Runs on any Windows desktop

. Connects to SQL through an
Agent (for permissions)

e “Auditors” for Discovery

e “Administrators” for solution
Management
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Viewer Details: Auditing

-« Compliance, HR, Executive
-« Discovery

 Searching

 Details for PIN/SMS/PhoneCall
- Review (Mark Reviewed)
 Charting, Simple Export
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Viewer: Searching

[
E Searchitems

Tsa%e  Spectfy the users to include in your search, and define the search criteria:
'
| What messagetypes do youwant to search for:

Fhone calls PIN messages SM5 messages

Olincoming oniy O outgoing only (®Both incoming and outgoing

Datafield Condition T Ve

Conduct a search by user, or several users, for specific
text/phone numbers from data in the archive database.

Add new row I [ Delete current row

| [ Load/save criteria i
Load searcheriteria
Sawe searchriteria

Search For Specific Text in SMS/PIN messages
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Viewer: PIN, SMS, Phone

Fle Actions Options Help
L t ) seachiems &3 Esportiens [ Charts B Prink kems

% co’r serverlogDate v b

1 0441742007 /17 2007 1 Foed van By 2AFACEER ol Outgeing 24FEAERS 004 F12004 18202
2 042007 D417 2007 1 Poed van By 24FACTED ol Incoming Roel van Busren; 24F WCSEZ 00412001 18323
4 pAr00T D417 2007 1 Fioel van By 2FACEE2 Foek) ol Outgoing 24F20BE 00612001 18:22:73
5 0471742007 04717 12007 1 FPoel By 24FACTED @ ol Outgoing. 24FeAERS 200612/01 1822130

| & 04717/2007 04417 12007 1 Foel By 2FACEED T i Incoming Foel van Busren 24FACSE2 200611201 1822:33
7 0411742007 o4/17 12007 1 Roel Bu 24FACEED nl Qutgoing 2aF MRS 2006112401 18:22:33
8 0471772007 0411712007 1 Foel Bu 24FACEE2 nl Outgoing 2aFLAERS 200612101 18,

04112001 18:40: 14

Al Incoming Foel van Bueren 24FACSE2

$ |10 0471742007 0417 12007

1 el vy
| 11 0dr2007 0411712007 1 Roel Bu 2HFACEED 1] Incoming Poel van Busren: 24FACSE2 200612001 18:40:17
| 12 0ar3/2007 0411712007 1 Foel 2FACEE2 1 nl Incoming Poel van Busren 24FACSEZ 2006112401 18:40:21
| 13 04A72007 04717 12007 1 Roel 2HFACEE2 1 nl Qutgorg 24FGAERS 200612401 18:40:23
| 14 0ar17/2007 04417 12007 1 Roel 2FACEE2 1] i Outgoing 24FGAERS J006£12/01 18:80:29
| 15 0401742007 D4/1742007 1 2FACTED Foskl I Incoming el van Busrsn 24FACEED F006 42409 16:80:73
| 16 04r7/2007 0471712007 1 Rosl 2HFACEE2 1] nl Outgong 24FGAERS 200612401 18:40:59
|7 parzizoor 0471712007 1 Foel DAFACEED 1] nl Outgorrg 24FGAERS. 200612401 18:41:35
|18 D4MII00T D4AT7FE00T 1 DFACTED Rosk) ol Incoming el van Busren 24FACEET F006 12400 16:44:40

19 041772007 0411742007 1 Roel 2FACEED 1] Outgoirg 24FGAERS 200612001 18:45:10
|20 odrziz007 0471712007 1 Fosl 2HFACEEZ L] nl Outgorng 24FCAERS 200612401 18:45:12
[T BAMTE0T 04A7SI007 1 JHFACEED Posk: ol Incoming el van Busren 24FACEED 007401429 15:36:27
|2 0ar7i2007 0451712007 1 Fosl DFACEE2 1] Al Incoming Foel van Busren: 24FACSEZ 2007401429 15:35:20
| 23 041772007 04117 £2007 1 Roel 2HFACEE2 1] Al Incoming Foel van Busren 24FACSED 007401 /29 1T:00:22

See all archived PIN
Messages for a specific
user.

This data can be exported

Datetime: 2006/ 92/01 18:31:26 E s rignal Fi Foel [ Cor van de Dec 1, 2006
to an Excel spreadsheet B Zubject: Test na b update
for further discovery from e
reporting. Te: Pl var Busren-TFACTET
Mezsagetype: | Incoming
Sulbrject: Re: Test na bb update
{GWAVA Rotan for BES
R

See PIN Messages for A Specific User
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Viewer: PIN/SMS/PhoneCall

Pin message

From; Roel van BuerenTo: Cor van de MerweSent: Dec 1, 2006 |

| 2006/12/01 18:31:26 | En nu dant- i 2
; | 18:125ubject: Test na bb update
From: | 24F6AEES

To: : Roel wan Bueren:Z4FACEEZ
Messagetype: | Incoming

Subject: | Re: Test na bb update

The Quick Viewer allows you to easily view the details of a specific PIN message.

‘Datetime: | 2007 /03431 10:59:09 | ife bellen zo, moeten T tegels uitzoeken
Fram: | |
To: | 431614133250 |
Meszagetype: | Cutgoing |

The Quick Viewer allows you to easily view the details of a specific SMS message.
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Viewer: Reviewing

~ « Mark Messages as Reviewed

e Auditor’s have distinct color
coding

e Saves Date/Time and name of
Auditor
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Viewer: Charting, Exporting

GWAVA Retain for BlackBerry Enterprise Server

Charts and graphs

L one of the predefined chartty

Top 10 overall users
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Viewer Details: Administrators

-« Rights Management
- e Audit the Auditor
e Select devices to archive
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Viewer: Rights Management
-« Auditors that may use Viewer
-« Who do they get to see

 What data they get to see

e Functionality they get to use
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Viewer: Audit the Auditor

. e« Review Audit Trails
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Viewer: Selecting Users

- o Select devices that are Archived
* Licenses oo

e Select data to archive:
« SMS, PIN, PhoneCalls
« Subject, Subject+Body
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Viewer Summary

.« Viewer for Auditors
e Viewer for Administrators
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Summary

-« What is Retain for BlackBerry
Enterprise Server s
« Why do | need it?

e How does it work?
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Hands On Lab

. o Use software in a VM

- Sunday 17:00 - 17:50
- Monday 14:30 - 15:20
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Questions!
. » Live Demo (weather permitting)
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Thank Youl!




Unpublished Work of Beginfinite, Inc. All Rights Reserved.

This work is an unpublished work and contains confidential, proprietary, and trade secret
information of Beginfinite, Inc. Access to this work is restricted to Beginfinite employees
who have a need to know to perform tasks within the scope of their assignments. No part
of this work may be practiced, performed, copied, distributed, revised, modified,
translated, abridged, condensed, expanded, collected, or adapted without the prior written
consent of Beginfinite, Inc. Any use or exploitation of this work without authorization could
subject the perpetrator to criminal and civil liability.

General Disclaimer

This document is not to be construed as a promise by any participating company to
develop, deliver, or market a product. Beginfinite, Inc., makes no representations or
warranties with respect to the contents of this document, and specifically disclaims any
express or implied warranties of merchantability or fitness for any particular purpose.
Further, Beginfinite, Inc., reserves the right to revise this document and to make changes
to its content, at any time, without obligation to notify any person or entity of such
revisions or changes. All Beginfinite marks referenced in this presentation are trademarks
or registered trademarks of Beginfinite, Inc. in the United States and other countries. All
third-party trademarks are the property of their respective owners.
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